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Exporting your Cert to a File
With Internet Explorer

Exporting your Cert to a file is the first step in having a usable personal
certificate. Save this cert and guard it with your life. Make sure to password
encrypt any cert you create (shown later), because without a password,
impersonating you is as easy as copying the certificate file.

2 My CAcert.org Account! - Microsoft Internet Explorer

l_ Open up |nternet Exp|orer File Edt Wiew Favorites BISEES Help

H Mail and Mews T
2. Click Tools -> Internet Qo © - [ | wrxiver ) Peran
OptlonS vae address ,m :l::;grz:::uns
Windows Update

a a Windows Messenger
[0 )57 Sun Java Console
j Internet Options. ..

My Account

Internet Options

General | Security | Privacy | Contert | Connections | Programs | Advanced

Content Advisor

3 . C I i C k th e Co nte nts Tabs % Ratings help pou control the Internet content that can be

wiewed on this computer,
13 HY 1]
4. Choose “Certificates...
Certificates
Use certificates to positively identify vourself, certification
@l authorities, and publishers.

[ Clear S5L State ][ Certificates... ][ Publishers. .. ]

Personal information

n,  AutoComplete stores previous entries AutoCamplste
and suggests matches for wou, -

Microsolt Profile Assistant stores your Wy Profile
personal information.

Certificates

Intended purpose: | <all» v

Personal | Other People | Intermediate Certification Authorities | Trusted Root Certificatior ¢ »

Issued To Issued By Expiratio... Friendly Name
Ewyatt sullivan CA Cert Signing Auth...  B/18/2006  <Mone>

5. Find and Click on the certificate
that you want.
6. Click “Export”
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7. Export Private Key
a. Yes, if you will use this key
for personal use
b. No, if you want to give
others the public key to
verify your identity

Note: Never give your Private key to anyone.

8. Click Next

9. Choose the option that best fits your
needs.
10. Click Next.

11. Create a password.

Note: As always, please don’t be a dumb and
make it too easy to guess/brute force easily.

12. Click Next
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Certificate Export Wizard

Export Private Key
‘fou can choose to export the private key with the certificate.

Private keys are password protected. IF you wank to export the private key with the
certificate, wou musk bype a password on a later page.

Do you wank to expart the private key with the certificate?
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(D)Mo, do not export the private key
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Export File Format
Certificates can be exported in a wariety of file Formats.

Select the Format you want to use:

[include all certificates in the certification path i possible
[¥]Enable strong protection (requires IE 5.0, NT 4.0 5P4 o ahove)

[Joelete the private key if the export is successful
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Certificate Export Wizard

Password
T mainkain security, wou must protect the private key by using a password.

Type and confirm a password,

Password:
|*****m****m****»«*

Corfirm password:
|**********$****$*|
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13. Choose a location to save your
newly created certificate file.
14. Click Next

15. Verify, then click Next

16. Jump for joy, then tell everyone you
know about CaCert.org.
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Certificate Export Wizard

File to Export
Specify the name of the file vou want to expart

File name:

wisullivaniMy DocumentsiMy Certificatesimyrert_with_private. pFy|
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Completing the Certificate Export
Wizard

¥ou have successfully completed the Certificate Export
wizard.

¥ou have specified the Following settings:

File Marme CiDoc
Export Keys ¥es
Include all certificates in the certification path Mo
File Format Ferson
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The expark was successFul,
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